ANDOVER TOWN COUNCIL
Constantia Basis Virtutum
To the Members of Andover Town Council:
You are hereby summoned to attend a meeting of full COUNCIL to be held at the Town Council Offices 68b High
Street, Andover on Thursday 10 May 2018 following the Annual Town Mayor Making when it is proposed to transact
the following business:-

Wendy R Coulter
Town Clerk – 4 May 2018

MEMBERS OF THE PUBLIC ARE WELCOME TO ALL MEETINGS
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PUBLIC PARTICIPATION
There is an opportunity for members of the public to make statements or ask questions on items on the
agenda or on other items relevant to the Town to which an answer may be given in the meeting and recorded
in the minutes or, if necessary, a written reply will follow or the questioner will be informed of the appropriate
contact details. Each person is limited to 3 minutes and the total amount of time set aside will be 15 minutes.
REPORTS FROM BOROUGH AND COUNTY COUNCILLORS FROM THE ANDOVER WARDS
To receive any reports from Borough and County Councillors from the Andover Wards.
For clarification: Reports are;
 Information and updates regarding Andover with which the Councillor has been involved
 News from Test Valley Borough Council and Hampshire County Council committees which directly
affect any of the Andover Wards.
Reports are not;
 Comments on the evening’s meeting
 Comments on Andover Town Council policies or procedures
 Press releases.
Items which are not reports can be forwarded to the Town Clerk for circulation.
QUESTIONS FROM TOWN COUNCILLORS TO BOROUGH AND COUNTY COUNCILLORS
To receive any Questions from Town Councillors to Borough and County Councillors for the Wards of Andover.
YOUTH COUNCIL UPDATE
To receive an update on the activities of the Andover Youth Council.
GENERAL DATA PROTECTION REGULATION – UPDATE REPORT
To accept the recommendation of the Policy and Resources Committee that:
That Andover Town Council be the Data Controller for GDPR with delegated authority to the Policy and
Resources Committee for regular Audits.
That full Council adopt the GDPR Policies and Privacy Statement.
That full Council approve and adopt the updated Standing Orders to include GDPR provision.
That full Council note the internal Policies and Procedures for Data Processors (Officers).
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That full Council appoint the Town Clerk as the Data Protection Officer.
To note the date for Training for Town Councillors – 24 May 2018.
To note that all Town Councillors will be given ‘Town Council’ emails.
To note the updated plan for implementing GDPR for the 25 May 2018 deadline.
To note the updated plan for implementing GDPR on a daily basis from 25 May 2018.
To note the ‘Policy’ for each Legal Reason for collecting and processing data.
To delegate to the Policy and Resources Committee the responsibility to carry out regular audits of the data
held under the GDPR.
Report and Policies attached at Appendix A.
QUESTIONS FROM COUNCILLORS
To receive questions from Councillors as per Standing Order No 8, provided three clear working days’ notice
of the question has been given to the Town Clerk.
REPORTS FROM TOWN COUNCILLORS
To receive any reports from Town Council Members.
DATE OF NEXT COUNCIL MEETING
To note the date of the next Council meeting, Thursday 21 June 2018, Town Council Offices, 68B, High Street,
Andover, starting at 7pm.
EXCLUSION OF THE PRESS AND PUBLIC
To PASS a Resolution to exclude the Members of the Press and Public from the Meeting at Agenda Item 10
due to Confidential Staffing matters, Ref Section 11 of LG & HA 1989.
CONFIDENTIAL ITEMS

10

STAFFING STRUCTURE TIMETABLE
To consider a revised Staffing Structure Timetable – report attached under separate cover for Members only.
The Town Mayor will close the meeting.
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ANDOVER TOWN COUNCIL

A
Report
General Data Protection Regulations (GDPR) – APPROVALS AND POLICIES
Produced for:
Date of Report:
Policy & Resources Committee
Tuesday 24 April 2018
Full Council
Friday 4 May 2018
Summary of Key Issues
That Andover Town Council be the Data Controller for GDPR with delegated authority to the Policy and Resources
Committee for regular Audits.
That full Council adopt the GDPR Policies and Privacy Statement.
That full Council approve and adopt the updated Standing Orders to include GDPR provision.
That full Council note the internal Policies and Procedures for Data Processors (Officers).
That full Council appoint the Town Clerk as the Data Protection Officer.
To note the date for Training for Town Councillors – 24 May 2018.
To note that all Town Councillors will be given ‘Town Council’ emails.
To note the updated plan for implementing GDPR for the 25 May 2018 deadline.
To note the updated plan for implementing GDPR on a daily basis from 25 May 2018.
To note the ‘Policy’ for each Legal Reason for collecting and processing data.
To delegate to the Policy and Resources Committee the responsibility to carry out regular audits of the data held
under the GDPR.
Current Situation
By 25 May 2018 all organisations that process personal data in the UK will have to implement GDPR.
The Town Council Officers have made significant progress to ensure that the Town Council is compliant by the deadline
of 25 May 2018.
Full Council – Data Controller
Under GDPR a Data Controller must be assigned. This is usually the Company or Organisation itself. In the Town
Council’s case, as a Corporate Body, the Town Council is the Data Controller. This must be formally agreed by the
Town Council.
GDPR Policies and Privacy Statement
Under GDPR the Town Council must have a GDPR related policy for all aspects of its ‘Business’. For the Town Council
that will be Allotments, General Council, Staff and Councillors.
When corresponding with anyone that the Town Council deals with, a Privacy Statement must be provided.
Attached at Annex 1 are the relevant policies for the Town Council and an example Privacy Statement. It is suggested
that Full Council for adopt these for implementation.
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Internal GDPR Policies and Procedures
All Officers of the Town Council will be classified as Data Processors under the GDPR. Attached at Annex 2 is the
Policy and Procedures that all Officers will be expected to follow for GDPR.
‘Policy’ for each Legal Reason for collecting and processing data
The Town Council must have a ‘Policy’ for each Legal Reason the Town Council collects and processes personal data.
Attached at Annex 3 are the Policies for each Legal Reason.
Town Clerk – Data Protection Officer
Under GDPR a Data Protection Officer must be appointed to oversee the Data Controllers’ day to day management of
GDPR. Following advice from HALC and South East Employers it had been confirmed that this can be the Town Clerk.
GDPR – Training
The Town Councils staff have had in-house training on GDPR on Wednesday 2 May 2018. This ensured they
understood GDPR and the implications and expectations for them when dealing with the general public and personal
information.
In-house training will be provided to all Town Councillors on Thursday 24 May 2018. A record will be kept of
attendance.
It is expected that all Councillors will attend as it is vital that they are aware of GDPR and its implications particularly
as they deal with the members of public on a regular basis and may receive emails which are defined as ‘personal
information’ on behalf of the Town Council.
Town Council Emails
Members may be aware that the email addresses for the staff have been changed over the past month. The email
addresses now end in @andovertc.co.uk
They have been changed as the previous provider could no longer host the emails. The new provider is based in
Andover and all the emails are now kept on the Town Councils own server to ensure security and GDPR compliance.
In order to ensure that all Town Councillors are also complying with GDPR, each Councillor will be provided with a
Town Council email and a secure password. Town Councillors will be equipped with a tool to carry out their duties as
a Town Councillor. Therefore, the ‘Town Council’ as a Corporate Body has the ownership of that data and the
authority to check and audit the data. The GDPR Officer will retain access to the accounts as an Audit must be carried
out every quarter on all personal data held by the Town Council and this will include ALL email accounts.
Plan for Implementing GDPR by 25 May 2018
Step 1 – Data Mapping Exercise
‘Map’ all the personal data that the Town Council holds and to ‘map’ the movement of that data. This must be done
for all formats, i.e. digital and paper. (Ongoing)
Step 2- Assessment of Data held
Assess the data that is held. Is it held for a ‘Legal Basis’(Being collated and identified)
Step 3 – Prepare Privacy Statements
Prepare Privacy Statements, send out the consent forms. (Privacy statement completed, consent forms sent out).
Step 4 – Consent to hold current data
Obtain consent from individuals whose personal data is held for Legal Basis. (Ongoing)
Step 5 – Policies and Procedures
Write policies and procedures for the processing of all personal data. (Completed, to be approved by Council on 10
May 2018)
Step 6 – Policies and Procedures for handling personal data
Write policies and procedures for data processors to use on a daily basis for handling personal data. (Completed, to
be approved by Council on 10 May 2018)
Write policy and procedure for data processors to respond to an individual exercising their statutory rights concerning
their personal data (Ongoing – to be approved by Council 10 May 2018).
Write policy and procedure for data processors to respond to and manage a personal data breach (Ongoing – to be
approved by Council 10 May 2018).
Step 7 – Ensure Town Council has adequate Insurance
Insurance cover to be reviewed to ensure cover should a data breach occur (Completed)
Plan for Implementing GDPR on a daily basis
Step 1 – Data Mapping Exercise
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‘Map’ all personal data which is expected to be received (i.e. emails from members of public) (Completed & ongoing)
Step 2 – Policies
Write Policy for each Legal Reason for collecting and processing data. (Completed, to be approved by full Council on
10 May 2018)
Step 3 – Procedures
Write procedure for dealing with personal data on each Legal Reason and Town Council Service. (Completed &
included within Policy/Procedure for GDPR (Internal))
Step 4 – Quarterly Audit
The Data Protection Officer (Town Clerk) will be required to carry out a quarterly audit on the personal data held by
the Data Processors (Staff) which must be reported back to the Data Controller (Full Council).
Reminder……
The message that is being given to organisations is, it is not IF you make a breach under GDPR, it is WHEN……
Impact on the Town Council
A full project plan is being completed and the full impact on the Town Council is still not fully identified.
However, the following steps must be carried out before 25 May 2018.
The Town Council must formally acknowledge that it, as a corporate body, is the Data Controller. Steps are taken to
ensure that the ‘Council’ regularly audits the information held and ensures that the Town Council is complying with its
obligations.
It is suggested that this is carried out via P&R Committee, provided the Town Council formally delegates authority to
do so.
ALL Town Councillors will need to attend GDPR training so that they are aware of their obligations. This will take place
on Thursday 24 May 2018 and a record kept of the training.
The Standing Orders of the Council are now required to reflect GDPR and an amended set of Standing Orders are
attached at Annex 4, which require approval and adoption by full Council.
The GDPR will be carefully monitored over the coming weeks and a further report will be provided to the Policy and
Resources Committee on 14 June 2018. It is anticipated that further details of the ‘GDP Act’ will have been released
by then.
Financial Implications
The failure to comply with GDPR or a breach of GDPR could result in penalties of up to 20 million Euros or 4% of
Annual Turnover, whichever is the greater.
The costs of Insurance to cover the Town Council against these costs are in the region of £3,600 per annum.
The staffing cost to administer the compliance is included in the confidential report later on the agenda.
Training will be provided by the Town Clerk and staff and therefore will not incur additional cost.
Legal and Policy Implications
The Town Council must comply with GDPR.
Recommendations
That Andover Town Council be the Data Controller for GDPR with delegated authority to the Policy and Resources
Committee for regular Audits.
That full Council adopt the GDPR Policies and Privacy Statement.
That full Council approve and adopt the updated Standing Orders to include GDPR provision.
That full Council note the internal Policies and Procedures for Data Processors (Officers).
That full Council appoint the Town Clerk as the Data Protection Officer.
To note the date for Training for Town Councillors – 24 May 2018.
To note that all Town Councillors will be given ‘Town Council’ emails.
To note the updated plan for implementing GDPR for the 25 May 2018 deadline.
To note the updated plan for implementing GDPR on a daily basis from 25 May 2018.
To note the ‘Policy’ for each Legal Reason for collecting and processing data.
Note: The person to contact about this report is Wendy Coulter (Town Clerk), Andover Town Council, 68B, High Street,
Andover, Hampshire. SP10 1NG.
Tel: 01264 335592 Email: townclerk@andovertc.co.uk Website: www.andover-tc.gov.uk
Distribution: To all Councillors
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Allotments Privacy Policy 2018

ANDOVER TOWN COUNCIL
ALLOTMENTS PRIVACY POLICY – 2018 (May 2018)
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1. What it covers:
1.1 This policy covers the treatment of personally identifiable information that Andover Town
Council collects when you are using the Andover Town Council website, when you make contact
both in person and in writing, when you email us, or when you complete and submit an online form
via our website. Andover Town Council holds and processes personal data in accordance with all
current legislation relating to data protection.
1.2 The General Data Protection Regulation (GDPR) standardizes data protection law across all 28
EU countries and imposes strict new rules on controlling and processing personally identifiable
information (PII). It also extends the protection of personal data and data protection rights by giving
control back to EU residents. GDPR replaces the 1995 EU Data Protection Directive and comes into
force on May 25, 2018. It also supersedes the 1998 UK Data Protection Act.
1.3 We will continually review and update this privacy policy to reflect changes in our services and
feedback from service users, as well as to comply with changes in the law.
1.4 This policy explains how we use and share your information.

2. We record your personal information:
2.1 To manage your membership of the allotments, we will process personal data about our
members, such as your full name, postal address, e-mail address, landline and/or mobile phone
numbers. If relevant, we may also collect and hold data such as details about your plot and /or
polytunnel rentals, that is capable of being tailored to specific requirements or particular needs.

3. Why we collect and hold the information about you:
The personal data that you provide to us, for example by filling in forms on our website
(www.andovertc.gov.uk) or by corresponding with us by phone, e-mail and post or otherwise, is
collected. It is then used in relation to applications for membership, requests to rent a plot or
polytunnel, entering our annual show, or any other communications relating to your membership of
the association, as follows:
1.
2.
3.
4.
5.
6.
7.
8.
9.

To manage your application for rental of a plot or polytunnel
To administer your tenancy agreement
To notify you of events that the allotment officer is organising for members
To send periodic emails – the email address you provide when applying for an allotment,
may be used to send you information and updates pertaining to your tenancy
To provide you with our monthly newsletter
To enable compliance with statutory and legal obligations
To respond to any complaint that you might make
To contact you in an emergency
To answer general enquiries that you may make

2|Page
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4. How we use your information:
Andover Town Council will only hold your information for as long as necessary. All employees who
have access to your personal data and are associated with the handling of that data have to respect
the confidentiality of your data. All your communications to us are protected against unauthorised
access by third parties.
The Town Council tries to keep the information held about you accurate and up to date. If, however,
you find errors or inaccuracies in your data, we will erase, complete or amend that information upon
request.

5. Information Sharing:
We may need to pass your information to other people and organisations that provide the service.
These providers have to keep your details securely, and use them only to fulfil your request.
We will not sell or rent your personally identifiable information to anyone.

6. Protecting your information:
We have a Data Protection, Privacy Policies, Privacy Statement and a set of Information Security
processes. These define our commitments and responsibilities to your privacy and cover a range of
information and technology security areas.
•

Information will be protected against unauthorised access.

•

Confidentiality of information will be assured.

•

Integrity of information will be maintained.

•

Regulatory and legislative requirements will be met.

•

Information security training is given to all staff.

•

All breaches of information security, actual or suspected, will be reported to, and
investigated by the GDPR Officer and sent to the Information Commissioner's Office
(ICO).

3|Page
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7. You have the right to:
•

information about the processing of your personal data

•

obtain access to the personal data held about you

•

ask for incorrect, inaccurate or incomplete personal data to be corrected

•
is

request that personal data be erased when it’s no longer needed or if processing it
unlawful

•

object to the processing of your personal data for marketing purposes or on grounds
relating to your particular situation

•

request the restriction of the processing of your personal data in specific cases

•

receive your personal data in a machine-readable format and send it to another
controller (‘data portability’)

•

request that decisions based on automated processing concerning you or
significantly affecting you and based on your personal data are made by natural
persons, not only by computers. You also have the right in this case to express your
point of view and to contest the decision.

8. Cookies
A cookie is a collection of information that some websites leave on your computer to identify you if
you use or return to the site. We currently use cookies in the following areas of the site;
The page localisation system - a cookie is used to store the last address you searched for. The data in
this cookie is encrypted. This enables individual pages to show information that is localised to your
address. We do not assign a name to the address. Pressing the "clear" button on the address
selector form will clear the address data from this cookie. For extra security, the data stored can only
be read by pages on the andover-tc.gov.uk domain.
The homepage customisation system - a cookie is used to store where you have placed the widgets
on your screen and which are viewable.
The online mapping system - a cookie is used to store the last address you searched for. The data in
this cookie is encrypted. This enables individual pages to show information that is localised to your
address. We do not assign a name to the address. Pressing the "clear" button on the address
selector form will clear the address data from this cookie.
It is only when you complete a form that requests personal information or email Andover Town
Council that you can be identified. When completing forms you may be asked for a variety of
personal information such as name, address, post code etc.
The Council also automatically receives and records information on server logs from your browser
including your IP address and the page you requested.
4|Page
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9.Questions or suggestions:
If you have any questions or suggestions regarding this policy or have any concerns about the
processing of your personal data by Andover Town Council, send an email to
admin@andovertc.co.uk

10.Contact information:
You may write to Committee & GDPR Officer, Andover Town Council, 68b High Street, Andover,
Hampshire, SP10 1NG to ask for a copy of your information. We will acknowledge receipt of your
request and fully respond within a month.

5|Page
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ANDOVER TOWN COUNCIL
PRIVACY POLICY – 2018 (May 2018)
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1. What it covers:
This policy covers the treatment of personally identifiable information that Andover Town Council
collects when you are using the Andover Town Council website, when you make contact both in
person and in writing, when you email us, or when you complete and submit an online form via our
website. Andover Town Council holds and processes personal data in accordance with all current
legislation relating to data protection.
The General Data Protection Regulation (GDPR) standardizes data protection law across all 28 EU
countries and imposes strict new rules on controlling and processing personally identifiable
information (PII). It also extends the protection of personal data and data protection rights by giving
control back to EU residents. GDPR replaces the 1995 EU Data Protection Directive and comes into
force on May 25, 2018. It also supersedes the 1998 UK Data Protection Act.
We will continually review and update this privacy policy to reflect changes in our services and
feedback from service users, as well as to comply with changes in the law.
This policy explains how we use and share your information.

2. We record personal information if you:
•

subscribe to or apply for services that require personal information,

•

report a fault and give your contact details for us to respond,

•

Contact us and leave your details for us to respond.

3. Why we collect and hold the information about you:
Information may be collected on a paper or online form, by telephone, email, or by a member of our
staff, or another local authority.











deliver public services
confirm your identity to provide some services
contact you by post, email or telephone
understand your needs to provide the services that you request
understand what we can do for you and inform you of other relevant services and benefits
update your customer record
prevent and detect fraud and corruption in the use of public funds
allow us to undertake statutory functions efficiently and effectively
make sure we meet our statutory obligations
fulfilling your request for information or services

4. How we use your information:
Andover Town Council will only hold your information for as long as necessary. All employees who
have access to your personal data and are associated with the handling of that data have to respect
the confidentiality of your data. All your communications to us are protected against unauthorised
access by third parties.
2|Page
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The Council tries to keep the information we have about you accurate and up to date. If, however,
you find errors or inaccuracies in your data, we will erase, complete or amend that information upon
request.

5. We will process your information for the following purposes:
•

for the service you requested.

•

to allow us to be able to communicate and provide services and benefits appropriate to your
needs.

•

to ensure that we meet our legal obligations.

•

where necessary for the law enforcement functions.

•

to prevent and detect fraud or crime.

•

to process relevant financial transactions including grants and payments for goods and
services supplied to the Council

6. Information Sharing:
We may need to pass your information to other people and organisations that provide the service.
These providers have to keep your details securely, and use them only to fulfil your request.
We will not sell or rent your personally identifiable information to anyone.

7. Protecting your information:
We have a Data Protection, Privacy Policies, Privacy Statement and a set of Information Security
processes. These define our commitments and responsibilities to your privacy and cover a range of
information and technology security areas.
•

Information will be protected against unauthorised access.

•

Confidentiality of information will be assured.

•

Integrity of information will be maintained.

•

Regulatory and legislative requirements will be met.

•

Information security training is given to all staff.

•

All breaches of information security, actual or suspected, will be reported to, and
investigated by the GDPR Officer and sent to the Information Commissioner's Office (ICO).

8. You have the right to:
•

information about the processing of your personal data

•

obtain access to the personal data held about you

•

ask for incorrect, inaccurate or incomplete personal data to be corrected

3|Page
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•

request that personal data be erased when it’s no longer needed or if processing it is
unlawful

•

object to the processing of your personal data for marketing purposes or on grounds relating
to your particular situation

•

request the restriction of the processing of your personal data in specific cases

•

receive your personal data in a machine-readable format and send it to another controller
(‘data portability’)

•

request that decisions based on automated processing concerning you or significantly
affecting you and based on your personal data are made by natural persons, not only by
computers. You also have the right in this case to express your point of view and to contest
the decision.

9. Cookies:
A cookie is a collection of information that some websites leave on your computer to identify you if
you use or return to the site. We currently use cookies in the following areas of the site;
•

The page localisation system - a cookie is used to store the last address you searched for.
The data in this cookie is encrypted. This enables individual pages to show information that
is localised to your address. We do not assign a name to the address. Pressing the "clear"
button on the address selector form will clear the address data from this cookie. For extra
security, the data stored can only be read by pages on the andovertc.gov.uk domain.

•

The homepage customisation system - a cookie is used to store where you have placed the
widgets on your screen and which are viewable.

•

The online mapping system - a cookie is used to store the last address you searched for. The
data in this cookie is encrypted. This enables individual pages to show information that is
localised to your address. We do not assign a name to the address. Pressing the "clear"
button on the address selector form will clear the address data from this cookie.



It is only when you complete a form that requests personal information or email Andover
Town Council that you can be identified. When completing forms you may be asked for a
variety of personal information such as name, address, post code etc.
The Council also automatically receives and records information on server logs from your
browser including your IP address and the page you requested.



10. Questions or suggestions:
If you have any questions or suggestions regarding this statement or have any concerns about the
processing of your personal data by Andover Town Council send an email to admin@andovertc.co.uk

4|Page
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11. Contact information:
You may write to Committee & GDPR Officer, Andover Town Council, 68b High Street, Andover,
Hampshire, SP10 1NG to ask for a copy of your information. We will acknowledge receipt of your
request and respond fully within a month.
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ANDOVER TOWN COUNCIL
STAFF PRIVACY POLICY – 2018 (May 2018)
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1. What it covers:
This policy covers the treatment of personally identifiable information that Andover Town Council
collects when individuals are using the Andover Town Council website, when they make contact
both in person and in writing, when they email us, or complete and submit an online form via our
website. Andover Town Council holds and processes personal data in accordance with all current
legislation relating to data protection.
The General Data Protection Regulation (GDPR) standardizes data protection law across all 28 EU
countries and imposes strict new rules on controlling and processing personally identifiable
information (PII). It also extends the protection of personal data and data protection rights by giving
control back to EU residents. GDPR replaces the 1995 EU Data Protection Directive and comes into
force on May 25, 2018. It also supersedes the 1998 UK Data Protection Act.
We will continually review and update this privacy policy to reflect changes in our services and
feedback from service users, as well as to comply with changes in the law.
This policy explains how we use and share personal information.

2. We will record personal information if an individual:
•

subscribes to or applies for services that require personal information

 reports a fault and gives their contact details for us to respond
 Contacts us and leaves their details for us to respond.

3. Why we collect and hold the information:
Information may be collected on a paper or online form, by telephone, email, or by a member of our
staff, or another local authority.











deliver public services
confirm the individual's identity to provide some services
contact individuals by post, email or telephone
understand individual's needs to provide the services that they request
understand what we can do for the individual and inform them of other relevant services
and benefits
update individual's customer record
prevent and detect fraud and corruption in the use of public funds
allow us to undertake statutory functions efficiently and effectively
make sure we meet our statutory obligations
fulfilling individual's request for information or services

4. How we use the information:
Andover Town Council will only hold individual's information for as long as necessary. All employees
who have access to personal data and are associated with the handling of that data have to respect

2|Page
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the confidentiality of that data. All communications to us are protected against unauthorised access
by third parties.
The Council tries to keep the information we have about individuals accurate and up to date. If,
however, we find errors or inaccuracies in the data, we will erase, complete or amend that
information upon request.

5. We will process your information for the following purposes:
•

for the service requested.

•

to allow us to be able to communicate and provide services and benefits appropriate to their
needs.

•

to ensure that we meet our legal obligations.

•

where necessary for the law enforcement functions.

•

to prevent and detect fraud or crime.

•

to process relevant financial transactions including grants and payments for goods and
services supplied to the Council

6. Information Sharing:
We may need to pass individual's information to other people and organisations that provide the
service. These providers have to keep details securely, and use them only to fulfil their request.
We will not sell or rent individual's personally identifiable information to anyone.

7. Protecting the information:
We have a Data Protection, Privacy Policies, Privacy Statement and a set of Information Security
processes. These define our commitments and responsibilities to privacy and cover a range of
information and technology security areas.
•

Information will be protected against unauthorised access.

•

Confidentiality of information will be assured.

•

Integrity of information will be maintained.

•

Regulatory and legislative requirements will be met.

•

Information security training is given to all staff.

•

All breaches of information security, actual or suspected, will be reported to, and
investigated by the GDPR Officer and sent to the Information Commissioner's Office (ICO).

8. Individuals have the right to:


information about the processing of their personal data

3|Page
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obtain access to the personal data held about them
ask for incorrect, inaccurate or incomplete personal data to be corrected
request that personal data be erased when it’s no longer needed or if processing it is
unlawful
object to the processing of their personal data for marketing purposes or on grounds
relating to their particular situation
request the restriction of the processing of their personal data in specific cases
receive their personal data in a machine-readable format and send it to another controller
(‘data portability’)
request that decisions based on automated processing concerning them or significantly
affecting them and based on their personal data are made by natural persons, not only by
computers. They also have the right in this case to express their point of view and to contest
the decision.

9. Cookies:
A cookie is a collection of information that some websites leave on your computer to identify you if
you use or return to the site. We currently use cookies in the following areas of the site;
•

The page localisation system - a cookie is used to store the last address you searched for.
The data in this cookie is encrypted. This enables individual pages to show information that
is localised to your address. We do not assign a name to the address. Pressing the "clear"
button on the address selector form will clear the address data from this cookie. For extra
security, the data stored can only be read by pages on the andovertc.gov.uk domain.

•

The homepage customisation system - a cookie is used to store where you have placed the
widgets on your screen and which are viewable.

•

The online mapping system - a cookie is used to store the last address you searched for. The
data in this cookie is encrypted. This enables individual pages to show information that is
localised to your address. We do not assign a name to the address. Pressing the "clear"
button on the address selector form will clear the address data from this cookie.



It is only when you complete a form that requests personal information or email Andover
Town Council that you can be identified. When completing forms you may be asked for a
variety of personal information such as name, address, post code etc.
The Council also automatically receives and records information on server logs from your
browser including your IP address and the page you requested.



10. Questions or suggestions:
If an individual has any questions or suggestions regarding this policy or have any concerns about the
processing of their personal data by Andover Town Council send an email to
admin@andovertc.co.uk
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11. Contact information:
Individuals may write to Committee & GDPR Officer, Andover Town Council, 68b High Street, Andover,
Hampshire, SP10 1NG to ask for a copy of their information. We will acknowledge their request and respond
fully within a month.
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ANDOVER TOWN COUNCIL
COUNCILLOR PRIVACY POLICY – 2018 (May 2018)
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1. What it covers:
1.1 This policy covers the treatment of personally identifiable information that an Andover Town
Councillor collects, when you make contact both in person and in writing, when you email them.
Andover Town Council holds and processes personal data in accordance with all current legislation
relating to data protection.
1.2 The General Data Protection Regulation (GDPR) standardizes data protection law across all 28
EU countries and imposes strict new rules on controlling and processing personally identifiable
information (PII). It also extends the protection of personal data and data protection rights by giving
control back to EU residents. GDPR replaces the 1995 EU Data Protection Directive and comes into
force on May 25, 2018. It also supersedes the 1998 UK Data Protection Act.
1.3 We will continually review and update this privacy policy to reflect changes in our services and
feedback from service users, as well as to comply with changes in the law.
1.4 This policy explains how we use and share your information.

2. We record personal information if you:
•

subscribe to or apply for services that require personal information,

•

report a fault and give your contact details for us to respond,

•

Contact us and leave your details for us to respond.

3. Why we collect and hold the information about you:
Information may be collected on a paper or online form, by telephone, email, or by a member of our
staff, or another local authority.
Andover Town Councillors will collect, hold and use information about you, in order to:








respond to queries and investigate concerns (casework)
communicate council decisions that affect the local residents
represent their ward and the people who live in it
know their patch and be aware of any problems
know and work with representatives of local organisations, interest groups and businesses
represent their views at council meetings
lead local campaigns on their behalf.

4. How we use your information:
Andover Town Councillors will only hold your information for as long as necessary. All councillors
who have access to your personal data and are associated with the handling of that data have to
respect the confidentiality of your data. All your communications to them are protected against
unauthorised access by third parties.
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The Councillors try to keep the information held about you accurate and up to date. If, however, you
find errors or inaccuracies in your data, we will erase, complete or amend that information upon
request.

5. We will process your information for the following purposes:
•

for the service you requested.

•

to allow us to be able to communicate and provide services and benefits appropriate to your
needs.

•

to ensure that we meet our legal obligations.

•

where necessary for the law enforcement functions.

•

to prevent and detect fraud or crime.

•

to process relevant financial transactions including grants and payments for goods and
services supplied to the Council

6. Information Sharing:
We may need to pass your information to other people and organisations that provide the service.
These providers have to keep your details securely, and use them only to fulfil your request.
We will not sell or rent your personally identifiable information to anyone.

7. Protecting your information:
We have a Data Protection, Privacy Policy, Privacy Statement and a set of Information Security
processes. These define our commitments and responsibilities to your privacy and cover a range of
information and technology security areas.
•

Information will be protected against unauthorised access.

•

Confidentiality of information will be assured.

•

Integrity of information will be maintained.

•

Regulatory and legislative requirements will be met.

•

Information security training is given to all staff.

•

All breaches of information security, actual or suspected, will be reported to, and
investigated by the GDPR Officer and sent to the commissioner's Office (ICO).

8. You have the right to:
•

information about the processing of your personal data

•

obtain access to the personal data held about you

•

ask for incorrect, inaccurate or incomplete personal data to be corrected
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•

request that personal data be erased when it’s no longer needed or if processing it is
unlawful

•

object to the processing of your personal data for marketing purposes or on grounds relating
to your particular situation

•

request the restriction of the processing of your personal data in specific cases

•

receive your personal data in a machine-readable format and send it to another controller
(‘data portability’)

•

request that decisions based on automated processing concerning you or significantly
affecting you and based on your personal data are made by natural persons, not only by
computers. You also have the right in this case to express your point of view and to contest
the decision.

9. Cookies:
A cookie is a collection of information that some websites leave on your computer to identify you if
you use or return to the site. We currently use cookies in the following areas of the site;
•

The page localisation system - a cookie is used to store the last address you searched for.
The data in this cookie is encrypted. This enables individual pages to show information that
is localised to your address. We do not assign a name to the address. Pressing the "clear"
button on the address selector form will clear the address data from this cookie. For extra
security, the data stored can only be read by pages on the andovertc.gov.uk domain.

•

The homepage customisation system - a cookie is used to store where you have placed the
widgets on your screen and which are viewable.

•

The online mapping system - a cookie is used to store the last address you searched for. The
data in this cookie is encrypted. This enables individual pages to show information that is
localised to your address. We do not assign a name to the address. Pressing the "clear"
button on the address selector form will clear the address data from this cookie.



It is only when you complete a form that requests personal information or email Andover
Town Council that you can be identified. When completing forms you may be asked for a
variety of personal information such as name, address, post code etc.
The Council also automatically receives and records information on server logs from your
browser including your IP address and the page you requested.



10. Questions or suggestions:
If you have any questions or suggestions regarding this statement or have any concerns about the
processing of your personal data by Andover Town Council send an email to admin@andovertc.co.uk
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11. Contact information:
You may write to Committee & GDPR Officer, Andover Town Council, 68b High Street, Andover,
Hampshire, SP10 1NG to ask for a copy of your information. We will acknowledge receipt of your
request and respond fully within a month.
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ANDOVER TOWN COUNCIL
GDPR PRIVACY STATEMENT – 2018 (May 2018)
This is a privacy statement of Andover Town Council. Our registered office address is 68b High
Street, Andover, Hampshire, SP10 1NG.

INTRODUCTION
•

This is a statement to inform you of our policy about all the information we record about
you. It sets out the conditions under which we may process any information that we collect
from you or that you provide to us. Any information that identifies you (“Personal
Information”) is used to provide you with the services you require.

•

We regret that if there are one or more points below that you are not happy with us holding,
we have to hold this under General Data Protection Regulations (GDPR) law.

•

We take seriously the protection of your privacy and confidentiality. We understand that all
visitors to our websites, customers and clients are entitled to know that their personal data
will not be used for any purpose other than the lawful basis upon which it was provided for.

•

We undertake to preserve the confidentiality of all information that you provide to Andover
Town Council.

•

Our policy complies with UK law accordingly implemented including that required by the
GDPR.

•

The law requires us to tell you about your rights and our obligations to you in regards to the
processing and control of your personal data. We do this now by requesting that you read
the information provided at www.knowyourprivacyrights.org.

•

Except as set out in our GDPR policies (which can be found at www.andover-tc.gov.uk) we
do not share, sell or disclose any personal data to any other organisation or third party.

THE BASIS ON WHICH WE PROCESS INFORMATION ABOUT YOU
The law requires us to determine under which of the six defined basis, we process different
categories of your personal information. If a basis on which we process your personal information is
no longer relevant, your personal information will be destroyed.
If the basis changes then as required by law, we will notify you of the change and of any new basis
under which your personal data is being held.

ALLOTMENTS
Data is held on an internal Town Council database/software system and is used to send you
Newsletters, Yearly Invoices, Receipts, Follow-Up letters and Terminations if necessary.
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Tenancy Agreements are held for 1 year after the expiry of the agreement under the GDPR
guidelines (subject to change).

EMAILS & WEBSITES
If you contact the Town Council via email or our website, your personal data i.e. email address, will
be kept for the time it takes to answer your enquiry, unless another lawful reason becomes
apparent, which we will notify you of, after which time it will be destroyed.
For details of our full Privacy Policy, please refer to www.andover-tc.gov.uk. Alternatively, you may
write to us at Andover Town Council, 68b High Street, Andover, Hampshire, SP10 1NG and we will
send you a hard copy.
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ANDOVER TOWN COUNCIL
STAFF PRIVACY POLICY, PROCEDURES & DEFINITIONS – 2018 (May
2018)
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POLICY
1. What it covers:
This policy covers the treatment of personally identifiable information that Andover Town Council
collects when individuals are using the Andover Town Council website, when they make contact
both in person and in writing, when they email us, or complete and submit an online form via our
website. Andover Town Council holds and processes personal data in accordance with all current
legislation relating to data protection.
The General Data Protection Regulation (GDPR) standardizes data protection law across all 28 EU
countries and imposes strict new rules on controlling and processing personally identifiable
information (PII). It also extends the protection of personal data and data protection rights by giving
control back to EU residents. GDPR replaces the 1995 EU Data Protection Directive and comes into
force on May 25, 2018. It also supersedes the 1998 UK Data Protection Act.
We will continually review and update this privacy policy to reflect changes in our services and
feedback from service users, as well as to comply with changes in the law.
This policy explains how we use and share personal information.

2. We will record personal information if an individual:
•

subscribes to or applies for services that require personal information

 reports a fault and gives their contact details for us to respond
 Contacts us and leaves their details for us to respond.

3. Why we collect and hold the information:
Information may be collected on a paper or online form, by telephone, email, or by a member of our
staff, or another local authority.











deliver public services
confirm the individual's identity to provide some services
contact individuals by post, email or telephone
understand individual's needs to provide the services that they request
understand what we can do for the individual and inform them of other relevant services
and benefits
update individual's customer record
prevent and detect fraud and corruption in the use of public funds
allow us to undertake statutory functions efficiently and effectively
make sure we meet our statutory obligations
fulfilling individual's request for information or services
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4. How we use the information:
Andover Town Council will only hold individual's information for as long as necessary. All employees
who have access to personal data and are associated with the handling of that data have to respect
the confidentiality of that data. All communications to us are protected against unauthorised access
by third parties.
The Council tries to keep the information we have about individuals accurate and up to date. If,
however, we find errors or inaccuracies in the data, we will erase, complete or amend that
information upon request.

5. We will process your information for the following purposes:
•

for the service requested.

•

to allow us to be able to communicate and provide services and benefits appropriate to their
needs.

•

to ensure that we meet our legal obligations.

•

where necessary for the law enforcement functions.

•

to prevent and detect fraud or crime.

•

to process relevant financial transactions including grants and payments for goods and
services supplied to the Council

6. Information Sharing:
We may need to pass individual's information to other people and organisations that provide the
service. These providers have to keep details securely, and use them only to fulfil their request.
We will not sell or rent individual's personally identifiable information to anyone.

7. Protecting the information:
We have a Data Protection, Privacy Policies, Privacy Statement and a set of Information Security
processes. These define our commitments and responsibilities to privacy and cover a range of
information and technology security areas.
•

Information will be protected against unauthorised access.

•

Confidentiality of information will be assured.

•

Integrity of information will be maintained.

•

Regulatory and legislative requirements will be met.

•

Information security training is given to all staff.

•

All breaches of information security, actual or suspected, will be reported to, and
investigated by the GDPR Officer and sent to the Information Commissioner's Office (ICO).
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8. Individuals have the right to:









information about the processing of their personal data
obtain access to the personal data held about them
ask for incorrect, inaccurate or incomplete personal data to be corrected
request that personal data be erased when it’s no longer needed or if processing it is
unlawful
object to the processing of their personal data for marketing purposes or on grounds
relating to their particular situation
request the restriction of the processing of their personal data in specific cases
receive their personal data in a machine-readable format and send it to another controller
(‘data portability’)
request that decisions based on automated processing concerning them or significantly
affecting them and based on their personal data are made by natural persons, not only by
computers. They also have the right in this case to express their point of view and to contest
the decision.

9. Cookies:
A cookie is a collection of information that some websites leave on your computer to identify you if
you use or return to the site. We currently use cookies in the following areas of the site;
•

The page localisation system - a cookie is used to store the last address you searched for.
The data in this cookie is encrypted. This enables individual pages to show information that
is localised to your address. We do not assign a name to the address. Pressing the "clear"
button on the address selector form will clear the address data from this cookie. For extra
security, the data stored can only be read by pages on the andovertc.gov.uk domain.

•

The homepage customisation system - a cookie is used to store where you have placed the
widgets on your screen and which are viewable.

•

The online mapping system - a cookie is used to store the last address you searched for. The
data in this cookie is encrypted. This enables individual pages to show information that is
localised to your address. We do not assign a name to the address. Pressing the "clear"
button on the address selector form will clear the address data from this cookie.



It is only when you complete a form that requests personal information or email Andover
Town Council that you can be identified. When completing forms you may be asked for a
variety of personal information such as name, address, post code etc.
The Council also automatically receives and records information on server logs from your
browser including your IP address and the page you requested.



10. Questions or suggestions:
If an individual has any questions or suggestions regarding this policy or have any concerns about the
processing of their personal data by Andover Town Council send an email to
admin@andovertc.co.uk
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11. Contact information:
Individuals may write to Committee & GDPR Officer, Andover Town Council, 68b High Street, Andover,
Hampshire, SP10 1NG to ask for a copy of their information. We will acknowledge their request and respond
fully within a month.

DEFINITIONS
Data protection Act 1998: The Data Protection Act 1998 is a United Kingdom Act of Parliament
designed to protect personal data stored on computers or in paper form by any businesses or
organisations. It follows the EU Data Protection Directive 1995 protection, processing and
movement of data. Individuals have legal rights to control information about them. The Act defines
eight data protection principles to ensure that information is processed lawfully.









Personal information must be fairly and lawfully processed.
Personal information must be processed for limited purposes.
Personal information must be relevant, adequate and not excessive.
Personal information must be accurate and up to date.
Personal information must not be kept longer than necessary.
Personal information must be processed in line with the data subject’s rights.
Personal information must be secure.
Personal information must not be transferred to other countries without adequate protection.

Consent Form: A form which an individual has to complete and sign, to show their permission for
their personal data to be held by the relevant business or organisation. This is kept on record for the
duration of the data being kept and being used solely for the purpose for which it was given. The
form has to be completed freely and willingly with no pre-ticked options on it.
Lawful Basis: By law there has to be a lawful reason for any business or organisation to hold and
process personal data on an individual. There are six which are:


CONSENT – The individual has given clear consent for you to process their personal data for
a specific purpose.



CONTRACT – The processing is necessary for the performance of, or commencing a contract.



LEGAL OBLIGATION – The process is necessary for you to comply with the law (not including
contractual obligations)



VITAL INTERESTS – The processing is necessary to save someone’s life.
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PUBLIC TASK – The processing is necessary for you to perform any public functions.



LEGITIMATE INTERESTS – The processing is necessary in order to pursue the legitimate
interests of the data controller or third parties (unless it could unjustifiably prejudice the
interests of the individual)

Freedom of Information Act 2000(FOI): This act provides the public access to information held by
public authorities in two ways. Firstly, public authorities are obliged to publish certain information
about their activities. Secondly, members of the public are entitled to request information from
public authorities.
Subject Access Request (SAR): Under the Data Protection Act and Freedom of Information Act, an
individual has the right to copies of all personal information held about them by the relevant
business or organisation. The individual must provide a request in writing and the business or
organisation must comply in full within 40 days.
Information Commissioners Office (ICO): The Information Commissioner's Office (ICO) is a UK
independent public body responsible for upholding information rights and data privacy.
Personal Data Breach: This is a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to personal data. This includes breaches that are the result of
both accidental and deliberate causes. It also means that a breach is more just about losing personal data. In
the event a breach is identified, it must be reported to the ICO without undue delay, but no later than 72
hours after becoming aware of it. Failure to report the breach to the ICO can result in a significant fine up to 20
million euros or 4% of annual turnover.

PROCEDURES
Keeping Personal Information secure:


Keep passwords secure – do not share.



Lock the computers/screens when away from your desk.



Dispose of confidential waste securely – by shredding or use of purpose related bins.



Be vigilant when opening emails, attachments or visiting new sites – prevents virus attacks.
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Work on a “clear desk basis” – by securely storing hard copy personal information when it is not being
used.



Visitors should be signed in and out of the premises, or accompanied in areas normally restricted to
staff.



Position screens in public occupied areas to prevent accidental disclosure of personal information.



When attending meetings, do not have any previous meeting information concerning other
individuals with you.



Ensure you keep personal information and work related information completely separate, on your
mobile phones, emails and laptops/computers.

Meeting the Reasonable Expectations of Customers and Employees:


Only collect the personal information needed for Andover Town council business.



To ensure personal information is current and updated promptly – for example: change of address or
marketing preferences.



To delete personal information the business no longer requires through the appropriate channel.

Disclosing Customer Personal Information over the Telephone:


Be aware of who you are talking to on the telephone.



Ensure you adhere to the security check measure to identify who you are talking to before giving out
personal information to someone making an incoming call.



Ensure you perform similar checks when making outgoing calls.



Limit the amount of personal information given out over the telephone and to follow up with written
confirmation if necessary.



If in doubt, do not provide any personal information.

End of Day Clear Desk Policy:


Ensure all paperwork is stored away in secure lockable cupboards.



Secure waste is disposed of in the appropriate manner.



Relevant backups have been actioned.
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All computers and laptops have been correctly logged out of and monitors switched off.



All cupboards and desk drawers closed and locked if relevant.



Cups and rubbish disposed of.



Key safe locked.

** If you have any questions or concerns, please see the Committee & GDPR Officer. **
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ANDOVER TOWN COUNCIL
LAWFUL BASIS POLICY – CONSENT – 2018 (May 2018)

This policy explains how we process personal information under the lawful basis of
“consent” for each section of the Andover Town Council under the General Data protection
Regulations (GDPR), which comes into force on 25 May, 2018.
Tenancy Allotment Agreement: We require an individual’s written authorisation for Andover
Town Council to record, hold and process their personal data in order to provide requested
services.
Staff: We require written authorisation from a member of staff to record, hold and process
their personal data in order to provide a salary, pension membership,
Planning: We require written authorisation from an individual to record and hold their
personal data in order to evaluate and process their planning applications.
Youth Council: We require written authorisation from a member (aged 13 years or above) of
the Youth Council to record and hold their personal information in order to keep them
updated with the latest news and information on events and meetings. If the member is
under the age of 13 years, then written consent will be required from the child's parent or
legal guardian.
Finance: We require written authorisation from organisations, other councils and members
of the public to record and hold personal information in order to send invoices and process
payments for services rendered.
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ANDOVER TOWN COUNCIL
LAWFUL BASIS POLICY – CONTRACTUAL – 2018 (May 2018)

This policy explains how we process personal information under the lawful basis of
“contractual” for each section of the Andover Town Council under the General Data
protection Regulations (GDPR), which comes into force on 25 May, 2018.
Tenancy Allotment Agreement: The individual is required to read and sign an agreement,
held between the Andover Town Council and themselves, which sets out the terms and
conditions for renting a plot of land for cultivating.
Staff: All employees are required to read and sign an agreement between the Andover Town
Council and themselves, which sets out the terms and conditions of their Contract of
Employment.
Planning: Not applicable (subject to change)
Youth Council: Not applicable (subject to change)
Finance: Not applicable (subject to change)
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ANDOVER TOWN COUNCIL
LAWFUL BASIS POLICY – LEGAL OBLIGATION – 2018 (May 2018)

This policy explains how we process personal information under the lawful basis of “legal
obligation” for each section of the Andover Town Council under the General Data protection
Regulations (GDPR), which comes into force on 25 May, 2018.
Tenancy Allotment Agreement: Not applicable (subject to change)
Staff: As an employer, Andover Town Council needs to process personal information in
order to comply with its legal obligation to disclose employee salary details to HMRC.
Planning: Not applicable (subject to change)
Youth Council: Not applicable (subject to change)
Finance: Not applicable (subject to change)
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ANDOVER TOWN COUNCIL
LAWFUL BASIS POLICY – LEGITIMATE INTERESTS – 2018 (May 2018)

This policy explains how we process personal information under the lawful basis of
“legitimate interests” for each section of the Andover Town Council under the General Data
protection Regulations (GDPR), which comes into force on 25 May, 2018.
Tenancy Allotment Agreement: Not applicable (subject to change)
Staff: Not applicable (subject to change)
Planning: Not applicable (subject to change)
Youth Council: Not applicable (subject to change)
Finance: Not applicable (subject to change)
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ANDOVER TOWN COUNCIL
LAWFUL BASIS POLICY – PUBLIC INTERESTS – 2018 (May 2018)

This policy explains how we process personal information under the lawful basis of “public
interests” for each section of the Andover Town Council under the General Data protection
Regulations (GDPR), which comes into force on 25 May, 2018.
Tenancy Allotment Agreement: Not applicable (subject to change)
Councillors: Andover Town Council is required to process personal information of a newly
appointed councillor or town mayor, in order to advise the members of the public.
Planning: Andover Town Council will process personal information in order to inform
members of the public of forthcoming planning applications that they may potentially be
affected by.
Youth Council: Not applicable (subject to change)
Finance: Not applicable (subject to change)
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ANDOVER TOWN COUNCIL
LAWFUL BASIS POLICY – VITAL INTERESTS – 2018 (May 2018)

This policy explains how we process personal information under the lawful basis of “vital
interests” for each section of the Andover Town Council under the General Data protection
Regulations (GDPR), which comes into force on 25 May, 2018.
Tenancy Allotment Agreement: Not applicable (subject to change)
Staff: Andover Town Council is required to process personal information of an employee, in
an event such as an accident during work time, in order to assist the emergency services.
Planning: Not applicable (subject to change)
Youth Council: Andover Town Council is required to process personal information of a
member of the Junior Youth Council, in an event such as an accident during a meeting or
outing, regardless of where it took place, in order to assist the emergency services.
Finance: Not applicable (subject to change)
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